Improved Classical Cipher for Healthcare Applications  by Mohan, Maya et al.
 Procedia Computer Science  93 ( 2016 )  742 – 750 
1877-0509 © 2016 The Authors. Published by Elsevier B.V. This is an open access article under the CC BY-NC-ND license 
(http://creativecommons.org/licenses/by-nc-nd/4.0/).
Peer-review under responsibility of the Organizing Committee of ICACC 2016
doi: 10.1016/j.procs.2016.07.285 
ScienceDirect
Available online at www.sciencedirect.com
6th International Conference On Advances In Computing & Communications, ICACC 2016, 6-8 
September 2016, Cochin, India 
Improved Classical Cipher for Healthcare Applications 
Maya Mohana,M.K.Kavithadevib,Jeevan Prakash Va,b,* 
aAssistant Professor,Department of CSE,NSSCE,Palakkad-8,India 
bAssociate Professor,Department of CSE,TCE,Madurai-15,India 
 
a,b,*Assistant Professor,Department of Mathematics,NSSCE,Palakkad-8,India 
 
Abstract 
E-health is rapidly picking up the gear and providing lots of services. It facilitates novel solutions for the problems suffered by 
the aged people as well as the people affected with chronic diseases. Apart from the above services, it devotes much interest in 
personal fitness. The healthcare system makes use of wearable wireless sensors which are implanted in patients, allow the 
monitoring of the health status at all time. The data collected from the patients transmitted through the network to the clinic or 
the doctor for a detailed diagnosis. Since healthcare applications are dealing with highly sensitive data, strong cryptographic 
algorithms should be incorporated for providing confidentiality. However, due to the computational and energy limitations of 
wireless devices we are forced to implement light weight ciphers which are computationally feasible in achieving confidentiality. 
This paper proposes a variant of hill cipher having two key matrices to add extra security to health related data.  
 
© 2016 The Authors. Published by Elsevier B.V. 
Peer-review under responsibility of the Organizing Committee of ICACC 2016. 
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1. Introduction 
Health monitoring systems are widely used by all sorts of community worldwide. Lots of research is going in this area 
to improve the lifestyle of the people [1]. In critical conditions, Wireless Patient monitoring devices [2] which are 
implanted in patients will help in tracing the internal activities of the patient from time to time. The collected data can 
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be transferred to healthcare providers or doctors for accelerating the emergency care. A survey [3] conducted in 
Pakistan reveals the wide acceptability of mobile health systems. The survey highlights the strong demand for 
healthcare systems. The huge exploitation of healthcare applications necessitates the privacy and security of the user 
data. In healthcare systems, the main role is played by wireless and mobile devices which are having minimum 
resources to work. So light weight ciphers, basically with minimum computation are suitable for wireless applications 
for providing confidentiality [4].In the survey of light weight ciphers, AES implemented in software proved to be 
more efficient than other light weight ciphers. The proposed Hill cipher is more memory efficient than AES. The 
proposed algorithm serves as an important pedagogical role in cryptography and algebraic theory. The algorithm 
guarantees a long way of security from sensors connected with patient till the doctor or the hospital. Hill Cipher [5], 
[6] was introduced in the year 1929 by Lester S. Hill. It belongs to Polygraphic Cipher [7] which works on a set of 
letters. Hill Cipher can manage block with varying sizes. Hill cipher works on Linear Algebra, the concept of matrices.. 
The mathematical nature makes the encryption exact and uncomplicated. Because of the linearity in the operation, 
Hill cipher undergoes known plaintext attack and not a suitable algorithm for healthcare system. A modified Hill 
Cipher is proposed [8] by launching two key matrices instead of the one used in Hill Cipher. In this method half the 
plaintext is encrypted using one key matrix and the next half is encrypted using the second key matrix. EBCDIC code 
is used in this method. But this is still vulnerable to known plaintext attack. Another modification to Hill Cipher [9], 
which makes use of one time key matrix for each encryption .The one time key, is calculated by multiplying initial 
vector which is kept secret to the current key matrix. But it is proven that [10] this is also prone to known plaintext 
attack. Lots of variants are available for Hill Cipher in the literature with various dimensions of security [11].The 
proposed scheme could overcome the drawbacks appeared in these papers. The performance analysis of various 
encryption schemes like RC4, RC5, RC6 and AES are done [12] and the results are compared based on various 
parameters such as memory usage, computation time, security etc. It is noted that the proposed method showing better 
efficiency compared to other methods given in the paper. A template has been proposed stating different aspect of 
cryptography for the secure transfer of knowledge related to healthcare [13]. Various security incidents are analyzed 
in the paper and proposed solutions for the issues.  
Section II of this paper depicts the operation of Hill cipher with more characters up to 37.It highlights the various 
attacks on Hill cipher. Section III introduces the proposed method illustrated with an example. It highlights the 
advantages of the proposed system over Hill Cipher. Section IV deals with security concerns of the proposed scheme 
.Section V gives the implementation results of the proposed scheme. 
 
2. Hill cipher 
In order to perform encryption using Hill cipher with modulo 37(character mapping depicted in Table 1), the selected 
key matrix should be a square matrix of order ' n'. The key matrix should have an inverse with respect to modulo 37. 
Based on the key matrix the plaintext characters will be selected for encryption. The steps for encryption and 
decryption are shown below. Assume a Key matrix of order 3,  
ܣ ൌ  ൥
݇ଵ ݇ଶ ݇ଷ
݇ସ ݇ହ ݇଺
݇଻ ଼݇ ݇ଽ
൩.  
Select a pair of plaintext, considerሺ݌ଵǡ ݌ଶǡ ݌ଷሻ, the encryption is given in Eq. (1) 
 
       ൥
݇ଵ ݇ଶ ݇ଷ
݇ସ ݇ହ ݇଺
݇଻ ଼݇ ݇ଽ
൩ ൥
݌ଵ
݌ଶ
݌ଷ
൩ ൌ  ൥
ܿଵ
ܿଶ
ܿଷ
൩                                                                                                                                  (1) 
The corresponding decryption operation is given in Eq. (2) 
 
         ൥
݇ଵ ݇ଶ ݇ଷ
݇ସ ݇ହ ݇଺
݇଻ ଼݇ ݇ଽ
൩
ିଵ
൥
ܿଵ
ܿଶ
ܿଷ
൩ ൌ  ൥
݌ଵ
݌ଶ
݌ଷ
൩                                                                                                               (2) 
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The required plaintextሺ݌ଵǡ ݌ଶǡ ݌ଷሻ, is obtained after decryption. 
Encryption of large plaintext using Hill Cipher is achieved by dividing the plaintext into m blocks of size n where n 
is the order of the key matrix K and each block is multiplied by the key matrix. This is performed as follows. 
 
ܥଵ ൌ  ଵܲ ൈ ܭܥଶ ൌ  ଶܲ ൈ ܭܥଷ ൌ  ଷܲ ൈ ܭǥǥǥǥǥǥǥǥǥǤܥ௠ ൌ  ௠ܲ ൈ ܭ 
 
   Where  ଵܲ , ଶܲǡ  ଷܲ ǥǥ Ǥ  ௠ܲ are the blocks of the plaintext P and the ciphertext C is obtained by,   
                
                    ܥ ൌ ܥଵԡܥଶԡܥଷ ǥǥǥ Ǥ ԡܥ௠ 
2.1. Ciphertext only attack 
The adversary can  perform  cryptanalysis  only with the  ciphertext  for  finding  the  key  and  the   plaintext. With a 
given encryption algorithm and the ciphertext the attacker [14] is trying to find the plaintext. 
 
x Brute Force Attack- This belongs to the category of ciphertext only attack. The adversary is trying for all possible 
keys for getting the secret key used for encryption. In Hill cipher this is quite difficult. For an݊ ൈ ݊ matrix the 
key space will be͵͹௡ൈ௡. But for encryption the key matrix should have an inverse. Hence the key domain reduces 
a little, but still very huge for brute force attack. 
x Statistical attack- The adversary is getting benefitted by the statistical nature of the English alphabets. In Hill 
cipher statistics of the plaintext is not preserved. Hence the adversary fails in attempting the frequency analysis. 
2.2. Known plaintext attack 
The adversary is eligible for obtaining some plaintext/ciphertext pairs. Hill cipher is malleable to known plaintext   
attack, since the encryption is performed linearly. The ciphertext C is calculated   byܥ ൌ ܲ ൈ ܭ where P is the   
plaintext and K is the key. If we the plaintext/ciphertext pairs, it is easy to calculate as ܭ ൌ ܥܲିଵ.The proposed 
method overcomes the drawbacks of the existing scheme. 
3. Improved Hill cipher 
As we have seen in the previous section, Hill cipher is vulnerable to known plaintext attack. The Linear Cryptanalysis 
[15], [16] problem can be alleviated by including two key matrices and an exponentiation operation.  
 
The encryption algorithm performed as follows. 
Step 1: Select a  key  matrix  K1  of   order n and  should  have  an  inverse    matrix   modulo 37. 
Step2: Select another  key  matrix  K2 of order  n  
Step3: Divide   the    plaintext     into   m    equal  blocks of  size  n  ( perform  padding    if    necessary) 
Step4: Multiply   K1   with         each   block    of    the    plaintext  matrix  as  usual  performed    in Hill  Cipher .The      
           encryption   will  result  in the intermediate encrypted matrix C *. 
Step5: Calculate the power of  K2   by taking   the   block   index   as  the    exponent      value  and find  the  sum   of    
           each  row  of   the   resultant   matrix  modulo  37,   gives   a   column matrix K* 
Step 6: Compute  ܥ′ ൌ  ሺܥכ ൅ ܭכሻ 
Step 7: The ciphertext block     ܥ ൌ ሺכ ൅כሻԡܾ݈݋ܿ݇݅݊݀݁ݔ 
Step8: Repeat till the last block of plaintext. 
 
The decryption of the ciphertext performed as follows. 
Step1: Find the inverse of the received key   matrix K1 modulo 37. 
Step2: Separate the ciphertext C' and the block  index  
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Step3: Calculate the  power  of  the  key  matrix   K2  by  taking  the  block  index    as   the exponent  value  and find           
           the sum of   each row of the  resultant matrix  modulo 37 ,  gives a column matrix K* 
Step4: Calculate   ܥכ ൌ  ሺܥ ′ െܭכሻ 
Step 5: Compute ܲ ൌ ܭିଵܥכ 
Step 6:  Repeat till the last block of ciphertext. 
Encryption and decryption flow diagram for the modified Hill Cipher algorithm is given in fig. 1 and fig.2 respectively.           
                   
 
 
 
 
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig. 1. Encryption Process 
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and the  first block of ciphertext   
Detach the block index from the received cipher  
Multiply the inverse key matrix with C* gives the plaintext
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Calculate the power of the key matrix  K2 with the block index as the exponent and find the row 
sum of the resultant matrix modulo 37 ,gets the matrix K* 
Calculate    C* = C' - K* where C' is the ciphertext 
Find the inverse of the key 
matrix K1 modulo 37 
Input the next block of 
ciphertext matrix 
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Fig. 2. Decryption Process 
Advantages of the improved version 
 
1. All the existing advantages of the Hill cipher are preserved with simple operations. 
2. Alleviated the linear cryptanalysis attack by including Exponentiation operation. 
3. The level of security depends on the size of the keys used. 
4. The algorithm does not need any additional information to exchange, apart from the key matrices and the block  
index. 
                     
4. Illustrated example 
Consider the secret key for encryption as 
 
         Kൌ  ൥
ͳ ͷ ʹ
͹ ͵ ͻ
ͳʹ ͷ ͹
൩            
      
 Message to encrypt = “FBS100”.Table.1 provides the mapping of the character to the corresponding value with 
respect to modulo 37. For the above example the characters take the values F = 5, B = 1, S= 18, 1= 27, 0=26 
respectively. The encrypted data using Hill cipher with modulo 37 is “P44VEP”. 
 
The standard Hill Cipher is resistive to cipher text only attack,but  because of its operational linearity vulnerable to 
known plain text attack.The attack explained using equations Eq.(3) and Eq.(4) as follows.  
 
         C = E(K, P) = PK mod 37                                                                                                                                     (3) 
         P = D(K, C) = CK-1 mod 37   = PKK-1 = P                                                                                                            (4) 
 
In the known plaintext attack the plaintext-ciphertext pairs are known to the adversary.Since P is invertible ,calculation 
of P −1 modulo 37  is straightforward. The encryption key can be attained using Eq.(5) , 
  
            K = CP −1 mod 37                                                                                                                                               (5) 
  
The attack can  be exempted by using the modified Hill cipher.let us consider the same example for illustrating this. 
The second key matrix chosen is given as 
K* =൭
ͳ ʹ ͵
Ͷ ͷ ͸
͹ ͺ ͻ
൱ 
 
Using Hill Cipher with modulo 37, FBS100 is encrypted as JPGYUH whereas using modified encryption method it 
is encrypted as P44VEP. Suppose the same blocks are repeated(assume the third and fourth blocks) again in the 
plaintext Hill Cipher will encrypt it as JPGYUH ,but modified Hill Cipher gives 9ID186 . 
 
                         Table 1. Character mapping 
Character A B C D E F G H I J 
Value 0 1 2 3 4 5 6 7 8 9 
Character K L M N O P Q R S T 
Value 10 11 12 13 14 15 16 17 18 19 
Character U V W X Y Z 0 1 2 3 
Value 20 21 22 23 24 25 26 27 28 29 
Character 4 5 6 7 8 9 .  
Value 30 31 32 33 34 35 36 
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5. Security analysis 
The standard Hill Cipher is vulnerable to known plaintext attack because of the linearity in the operation[17].Matrix multiplication 
provides high diffusion[15].So combining with nonlinear operations a great level of security can be achieved. 
5.1. Key space 
Keyspace[18] denotes the number of keys suitable for encryption and decryption. Similar to Hill Cipher for a n*n 
matrix ,the maximum key space(KS) will be,KS = 37nכn.The algorithm requires a key matrix which should have an 
inverse modulo 37. Due to this the keyspace shrinks to K, K <<37nכn where K א KS.But still huge enough to beat the 
brute force attack.The algorithm makes use of two secret key matrics for encryption in which one key matrix should 
have an inverse modulo 37.The Second key matrix should be in the same order as the first key matrix and satisfies 
modulo 37.The two key matrics create difficulty in performing linear cryptanalysis. 
5.2. Known plaintext attack 
The proposed scheme is secure against known plaintext attack[19] . Since the encryption operation is not linear ,it is 
difficult to obtain the keys as happened in Eq.(3) , Eq. (4) and Eq. (5). If an adversary could able to get the 
plaintext/ciphertext pairs, it is very hard to obtain the keys,since the operation is not linear,includes exponentiation, 
addition  operations apart from the normal computations of Hill Cipher.  
5.3. Statistical attack 
According to Shannon [20] it is possible to break many ciphers by statistical analysis. It is also called as frequency 
analysis. A cryptosystem should be good enough to withstand statistical attacks. As shown in the example in section 
2 ,for the same block of plaintext,the proposed method produces a different block of ciphertext. Hence it is drastically 
very difficult to build a statistical relationship between plaintext/ciphertext pairs. 
5.4. Avalanche Effect 
It is a desirable property of any cryptosystem[5],says a very small change in the input will lead to a huge change in 
the output. The relationship between the plaintext and the ciphertext is one to many.The example illustrated in section 
2 undoubtedly specifies that the modified Hill Cipher is having a strong avalanche effect [7]. 
5.5. Computational cost 
Standard Hill Cipher makes use of only multiplication for encryption and decryption where as modified Hill cipher 
exploits multiplication, addition and exponentiation operation performed on n, the number of blocks of the plaintext. 
The computation time for encryption can be reduced by the prior calculation of the exponentiation of the key matrix 
and the addition operation of the row elements of the resultant matrix, provided they are safe enough to store in the 
database.If the block indexing and the key matrix is known it can be done at the receiver side also.The standard Hill 
Cipher makes use of n multiplication of n blocks of plaintext end up with a time complexity of O(n). Modified Hill 
Cipher employs four computations as follows, 
 
           C 1 = K1כ P                C 2 = K2i               C 3 = addrow(C2 )         C 4 = C 1 + C 3 
 
C 1 takes O(n) time for the execution of the multiplication, C 2 performs a sequential execution of multiplication takes 
O(nlogn) time, C 3 also takes O(n) times for the execution of rowaddition and finally C 4 is simple addition performs 
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in O(n) times.C 1 executes parallely with the sequential operations C 2 ,C 3 and C 4 .The total execution of the 
encryption process ends with an order of O(3nlogn) which is simply O(nlogn).The time taken for both the methods 
are almost close .Hence it is concluded that Modified Hill Cipher is computationally feasible. 
5.6. Timing  attack 
In timing attack[21], the knowledge about the keys and the plaintext is obtained based on the time of computation 
required for encryption and decryption.This attack is not successful in the modified Hill Cipher hence the block 
necessitate diverse time for encryption and decryption. The blocks holding the same data with take different timings 
for encryption due to the exponentiation operation. 
5.7. Linear cryptanalysis 
A well known plaintext attack demands lots of plaintext ciphertext pairs which are enciphered using secret keys. It 
concentrate mainly on statistical attacks. A brute force attempt for recovering the keysare performed by observing the 
random results. The most likely subkey which produces the least intermediate random cipher is chosen as the 
candiatekey[22]. Since the encryption process is nonlinear in modified Hill cipher this attack is not possible. 
The Table 2  gives a brief overview of the comparison of the two cryptosystem. 
 
                               Table 2. Comparison of the cryptosystems 
Feature Hill Cipher Modified Hill Cipher 
Known Plaintext Attack Easy  Hard 
Statistical Attack  Yes No 
Avalanche Effect Yes Yes 
Computational Cost Low Average 
Timing Attack Yes No 
Sqaure Attack Yes No 
Side Channel Attack Yes No 
6. Implementation results 
Practical implementation of Hill Cipher and modified Hill Cipher are done using Matlab Version R2010a.The 
encryption and decryption time for various inputs with varying key matrices  are calculated . For ease of use lower 
order key matrices are considered  for the results.The data set used for the implementation and testing is Diabetes data 
from Vanderbilt University [24].The total size of the datset is 132KB which is split into different sizes as shown in 
the Tables  3,4 and 5 for the evaluation. As stated in the computational cost analysis and from the results it is well 
clear that  difference in the execution time for Hill cipher and modified Hill Cipher for encryption and decryption is 
quite negligible.  
                      Table 3. Execution time in millisecond using 2*2 key matrix 
Data in 
KB 
Hill Cipher Modified Hill Cipher 
Encryption Decryption Encryption Decryption 
10 1.84 1.86 3.01 3.13 
20 2.95 2.98 4.25 4.29 
30 4.12 4.20 6.97 7.02 
50 6.03 6.07 8.89 8.92 
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                              Table 4. Execution time in millisecond using 3*3 key matrix 
Data in 
KB 
Hill Cipher Modified Hill Cipher 
Encryption Decryption Encryption Decryption 
10 1.87 1.90 3.12 3.17 
20 2.98 3.08 4.29 4.31 
30 4.16 4.22 7.02 7.05 
50 6.06 6.10 8.91 8.94 
 
                              
 
 
 
                               Table 5. Execution time in millisecond using 4*4 key matrix 
Data in 
KB 
Hill Cipher Modified Hill Cipher 
Encryption Decryption Encryption Decryption 
10 1.90 1.94 3.16 3.20 
20 3.03 3.11 4.32 4.34 
30 4.18 4.25 7.06 7.09 
50 6.07 6.13 8.96 8.99 
     
4. Conclusion 
In Healthcare systems data security is highly important. The variant of Hill cipher introduced in this paper is secure 
against most of the well-known attacks. In Hill Cipher, frequency analysis will be practically useless for large key 
sizes. The standard Hill cipher is completely linear and hence is more vulnerable to known plaintext attack. The 
security hardly lies in the secrecy of the key. The proposed scheme is an extension of Hill Cipher which is capable to 
resist against the known plaintext attack. The proposed method exposes some computational cost but very little and it 
be can be verified using the tables given above .The algorithm provides another plane of security by using positional 
based encryption and decryption of characters with two key matrices. 
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